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(54) TiUe: METHOD AND SYSTEM FOR CREDIT-BASED DATA FLOW CONTROL 



(57) Abstract 

Methods and systems for controlling data 
flow between a sender and a receiver include 
communicating credit lists to the sender. Th& 
credit lists include credits indicative of receive 
buffer sizes accessible by the receiver and ca- 
pable of receiving data. The sender transmits 
data packets to the receiver. The data packets 
are preferably no greater in size than the cred- 
its specified in the credit list. When the sender 
uses all of the credits, the sender preferably re- 
frains from sending data packets to the receiver 
until the supply of credits is replenished by the 
receiver. Because data flow between the sender 
and the receiver is regulated using credits, the 
likelihood of data overflow errors is reduced and 
communication efficiency is increased. 
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METHOD AND SYSTEM FOR CREDIT-BASED DATA FLOW CONTOOL 

5 This application claims the benefit of U.S. Provisional Patent Application No. 

60/095,297 filed August 4, 1998, the disclosure of which is incorporated herein by 
reference in its entirety, 

TECHNICAL FIELD 

10 

The present invention relates to methods and systems for controlling data flow 
between sending and receiving processes executing on one or more computers. More 
particularly, the present invention relates to methods and systems for controlling data 
flow between a sender and a receiver, each including one or more computer processes, by 
15 conomimicating credits fi-om the receiver to the sender indicating receive buffer sizes with 
reduced copying of data between sending and receiving applications. 

BACKGROUND OF THE INVENTION 

In computer communication systems, it is desirable to control the flow of data 

2 0 from a sending process to a receiving process. For example, if a sending process sends 
data to a receiving process faster than the receiving process can receive and process the 
data, data may be lost or overwritten. Similarly, if a sending process sends data and the 
receiving process fails to provide a buffer to receive the data, the connection between the 
sending and receiving processes may be broken. 

25 In conventional flow control techniques, such as TCP flow control techniques, 
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dat. now is regulated be^veen TCP buffers a. *e u^ri level. More particularly. TCP 
protocol software „«y utilize a sliding window to coo«>l flow between a sendees TCP 
buffer and a receiver's TCP buffer. According to TCP How control, the sender maintains 
one window to monitor data segments that have been sen. to the receiver and 
adcnowledged. data segments that have been sent and not acknowledged, and data 
aegments that have no. been sent Tl.e receiver maintains a similar window .o reassemble 
a^datainthereceive^sTCPbuffer. When a receiving application reads data fiom me 

receiver's TCP buffer, the data is copied from the receiv^-s TCP buffer to an application- 
levelreceivebuffer and new daucanbe received intheTCP buffer. Thus, in order to 

regulate flowbe«veenaTCPs«tderandaTCP receiver, itis only necessary that the 

receiver communicate the si^ of the TCP buffer to the sender, raflter than Ae size of the 

application-level buffers. 

The communication of the TCP buffer size to a TCP sender is accomplished 

through acknowledgement packets sent from the receiver to the sender. Each 
acknowledgement packet acknowledgesaspecificda.asegmen.sen. from the send« to 

the receiver. Each acknowledgement mcludes a size field advertising fte size of to 
receiver' s TCP buffer to the sender. Tl^ sender adjusts its window according to the 
advertised size and sends no more data than the current window size permit. THtus. once 
.he sender fills the current window and sends th. data » the receiver, the sender waits for 
, acknowledgemen. packets from the receiver indicating that *e .eceivefs TCP buffer has 
beenemptiedandmoredamcanbesenu This waiting may be und^irable. since fl>e 
acknowledgement packets may be delayed due to congestion. 
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^ther problem ^vith conventional TCP flow controTH^tfiodFistfiaTth-e TCP 
buffer size information communicated by a TCP receiver may not reflect the actual 
available TCP buffer size. For example, conventional TCP protocol software may 
advertise to the sender an upper limit on the number of bytes that a TCP buffer is capable 
5 of receiving. TTus upper limit may not reflect the actual memory space reserved for the 
TCP buffer when data arrives from the sender. TTius, conventional flow control methods 
may not communicate accurate buffer size information to the sender. 

Yet another problem with TCP flow control methods is that the copying of data 
between the TCP buffers and the sending and receiving application buffers inUroduces 
10 latency into data transfers. As a result of this latency, these methods may not be feasible 
in high-speed enviromnents. such as system area networks (SANs). For example, in 
TCP, data may be copied from a sender's application-level buffer to the sender's TCP 
buffer and from a receiver's TCP buffer to the receiver's application-level buffer. This 
copying may have a significant impact on I/O performance in high-speed enviromnents. 
15 In order to increase VO performance over conventional communications 

protocols, some communication protocols, such as the Virtual Interface Architecture 
(VIA), do not buffer data for an application or perform fragmentation and reassembly of 
data. Data is sent from a sending I/O device, over a network, and received directiy into 
an application-level receive bufferofareceiver.Ifasender utilizing the VIA architecture 

2 0 attempts to send data when a receive buffer is not available, comxection between the 
sender and receiver is broken. The breaking of a comiection is a catastrophic, 
unrecoverable error, tiiat requires reestablishment of the connection and resendmg of the 
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receive 
receiver is > 



data. Similarly, when a sender uUUzing VIA se»is more data *an a receive buffer car. 
hold, or a larger buffer than the maximum transfer unit (MTU) of the network, connection 
also be broken. When a sender sends an amount of data smaller than the size of a 
:ive buffer, commmiication is not broken. However, sending less data than the 

: capable of receiving may be inefficient TCP flow control methods may be 
stable for solving these problems because of the latency introduced by copying, 
ftagmentation, and reassembly, and because TCP flow control methods are based on TCP 
buffer size, rather than application buffer size. Thus, there exists a need for methods and 
systems for controlling flow between a sender and a r«eiver that alleviate tite difficulties 
10 wifli conventional flow control techniques. 

CT1MM AH\0^ INVENTION 

The present invention includes metirods and systems for controUing flow of data 
over a com>ectiou, preferably a reliable connection, between a sender and a receiver. 
15 while reducing ti>e need for copying of data. As used herein. ti« term "sender" is 

intended to refer to one or mo-eprocesses that communicate wititareceiver. which also 

includes one or more processes. Tte sender and ti» receive may execute on ti,e same 
computer or on separate computers. The tern, "sende.' and "receiver" are no. intended 
,0 include or be limited to any specific hardware confi^on or to processes capable of 
only sending or only receiving dati. For example, both a sender and a receiver may be 
capable of sending and receiving data. 

According to one aspect, tire invention includes a mefltod for controUing flow of 
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"data from a send buffer associated'^th a sender to a recd^e buffer^sociated^th a 
receiver. In a preferred implementation of the invention, the only copy of the data made 
between the send buffer and the receive buffer may be the signal transmitted over the 
communication link between the sender and the receiver. Copying of data increases time 
required to process an I/O request Thus, reducing the number of copies between the send 
buffer and the receive buffer increases transmission efficiency. 

In order to control the flow of data without copying the data, the receiver may 
communicate application-level receive buffer sizes to the sender. The receiver preferably 
communicates the buffer size information to the sender in an efficient manner. For 
example, the more buffer size information communicated to the sender in each flow 
control communication, the more efficient the communication process. In one 
implementation, the receiver may communicate a list containing at least one application- 
level receive buffer size to the sender, so that the sender can determme how much data 
the receiver is capable of receiving. In preferred implementations of the mvention, the 
receiver may send a list containing a plurality of application-level receive buffer sizes to 
the sender. One method for communicating the list of buffer sizes to the sender is by 
sending a message, e.g., a packet, from the receiver to the sender over a data channel 
established between the sender and the receiver. The message may contain the list of 
receive buffer sizes, and is heremafter referred to as a credit message. The receive buffer 
1 sizes in the credit message are hereinafter referred to as credits. 

The sender may utilize the credits in the credit message to determine the size and 
order of data packets to be sent to the receiver. For example, the sender preferably does 
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no, exceed *e size u,dic.«d by a p^rfcular credit or se»i data when no credit are 
available. In addition, the sender preferably uses the credits in the order that the credits 
are received from the receiver, so that the receiver can receive data into the correct 
buffers. Because the credits are preferably indicative of application-level receive buffer 
sizes, the data sent by *e sender can be received directly into aUocated application-level 
^ve buffers, "^us. the c^dit-based Dow control methods and systems accordmg to 
«,e invention provide both reliable and efficient data transfer between senders and 
receivers. 

Another method for communicating crediu to the sender is using shared memory. 

For example, the sender and the receiver may each comprise a process or processes 
execudng on the same machine or on different machines that utilize shared memory to 
eommunicate with each other. Tire shared memory may include a control portion and a 
dataportion. In orderto confrol flow, the receiver may write credits to the control portion 
indicaUve of receive buffer sizes inthe data portion available for receiving data. The 
sender may read ore credits in the control portion to determine how to partition data being 

sent. 

Stm another method for communicating credits to flte sender is a remote direct 
memory access (RDMA) write operator. „ KDMA write operation., the receiver may 
send a Ust of c^dits direcUy to the memory of a remote machine on which the sender 
, executes. The sender may poU the memory locadon or locations ofthe buffer that 
^ves RDMA transfers to determine when credits are available. Alt^natively. the 
^ „ay be notified asynchronously of the arrival of credits in the RDMA buffer. The 
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sender may use the credits in the manner previously described to deteniiine how to' 
partition and send data to the receiver. 

In implementations of the invention where credit messages are used to deliver 
credits to the sender, the credit messages may be delivered using a new protocol or by 
5 extending an existing protocol. For example, in a new protocol, the sender and the 

receiver may exchange credit messages over a control channel established exclusively for 
the exchange of credit messages. In order to extend an existing protocol, credits may be 
communicated to the sender using optional data fields in the existing protocol. For 
example, in TCP, credits may be communicated to the sender using the OPTIONS field 
10 in any TCP packet, such as a TCP acknowledgment packet. The TCP sender may then 
send data to the receiver having lengths corresponding to the credits. 

According to another aspect, the present invention may mclude methods and 
systems for determining when to communicate credits to a sender. The receiver 
preferably communicates credits to the sender in a timely manner. For example, if the 
15 sender has data to be sent and the receiver fails to timely notify the sender of the available 
receive buffer space, sending may be delayed. In order to avoid delays in sending, the 
receiver may monitor credits sent to the sender, the rate at which the sender uses the 
credits, and/or when the sender uses particular credits in a credit list previously 
communicated to the sender. Based on the monitored information, the receiver may 
2 0 determine when to communicate new credits to the sender to avoid the condition where 
the sender has data to send but has no credits. For example, the receiver may 
communicate new credits to the sender after receiving data from the sender into a first 
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fr„..^s»de..Iny«=noa,er— ve..ewc,edi.n«ybe=o«n,^ca,^to.he 
S se„d„w.ena«ceivebufferbe,ween*efi,3,»d.as.buff«sin.hcp,eviouscredU,U. 

receives data from the sender. 

Since credi. n,ay be received in a fini^-si^ b^er :nanaged by U.e sender, ^ 
fl„.ofcredi.fton.d,ereceiver.o.hesend«ispref«ab,ycon«.Ued.Inorder.ocon«>, 

„edi,flow.*er«eiv=rn,ay»tilize*er.eip.ofdaU^n.*e sender asan indication 

.0 «..«>ereisab«fferavai.b.e.oreceivenewcredi. Per example, .e s«der ^feraUy 
^,sendsda..o«>ereceiver^en.esenderi^beenno.ir.ed«acredi.Hs.*ar 

,„eeive.ufferisavaiiaHe.T.ns.«ben*ereceiverreceivesda«^n,*es=nder.*e 

^ver^o«s*a.aprevio.credi.Us.Hasb=ensnccessfi.ilyconnn— «>*e 

^aer. WKen*esenderreceivesnewcredi.^n.*ereceiver.*esenderprefe,ab,y 

,3 pos^anewreceivebuffer-oreceiveaddiUonaicredi.. The sender is preferably 

,even«d^n.»ain,cr«.i.in*ene.credi.Us.nnm.ebufferforrecei.in.*enex. 

,„„ j,« from the sender corresponding 

credit Ust is posted. Urus, when the receiver receives data trom 

..hef.rstcreditinanewcredit.ist..hereceivera.so,™ws,ha.abu«erforreceivins 
^.ona>creditUs,sisavai.Ue. One additional ass^pt^on^ade by the receiver is that 
.0 ,hesenderi„itiaBy.i.e..beforeanycreditn,essasesorda.ais,rar.ferred.hasat.«.^ 

M t ii<:t. PinalW the size of the credit list is preferably 
buffer available for receiving credit lists. Finally, tne size 

. , ^-.uctwiffer or the network MTU between the 
, greater than the size of the sender's credit hst buffer or the 
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sender and receiver. Whichever is imaller. Th^, based 6^^^^ 
invention reliably implements flow control of credits. 

According to another aspect, the present invention includes a method for 
controlling data flow between a sender and a receiver. The method includes 
5 communicating a first credit list to a sender. The first credit list may include a plurality 
of credits indicative of buffer sizes of receive buffers accessible by the receiver and 
capable of receiving data from the sender. In response to receiving the first credit list, the 
sender transmits a data packet to the receiver. The data packet is no greater in size than a 
first buffer size specified by a first credit in the first credit list. 
1 0 According to another aspect, the present invention includes a credit list 

builder/communicator including computer-executable instructions embodied m a 
computer-readable medium for performing steps. The steps may include receiving 
requests for receiving data into a plurality of receive buffers accessible by a receiver and 
capable of receiving data from a sender. In response to the requests, the credit list 
15 builder/communicator may build a credit list includmg a plurality of credits indicative of 
sizes of a plurality of receive buffers. After buUding a credit list, the credit list 
builder/communicator may communicate the credit list to the sender. 

According to another aspect, the present invention may include a data structure 
for controlling data flow between a sender and a receiver. The data structure may include 
20 a credit list including aplurality of credits. Each credit in the credit list is indicative of a 
buffer size of a receive buffer accessible by a receiver and capable of receiving data from 
a sender. 
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According .0 anoftcr BspcC, the present invention m.y include a credit lis. 
^.r/processor including computer^ecutable instructions embodied in a co-nputer- 
^dable medium for performing steps. The steps may include posting a first buffer for 
reviving credits 6om a receiver. The ere® Ust reader/processor may determine whether 
5 .edits have been received in the first buffer, and. in response to ^ceiving credits in the 
fust buffer. ti,e credit Ust reader/processor may post a second buffer for receiving 
^.ional credits. After posting the second buffer, the credit Ust reader/processor may 
store credits &om the first buffer m a credit list 

According to another aspect, the present invention may include a credit list 
, 0 buUder/communicator including computer^xecutable instructions embodied in a 

computer-readable medium for performing steps for determining «hen to communicate 
addiUomd credits messages «. a sender. The steps may include communicaUng a first 
credit list to a sender. TTe credit lis. builder/communicator may ««n detennine if data 
tas been received in a first buffer corresponding to a first credit in dte firs. credK lis.. In 
,5 r.ponse.ode.enniningthatda.ahasbee„receivedin«.efirs.buffer..hccredi.list 

buUder/communieator may communica« a second credi. lis. to the sender. 

According to anote aspect, the present invention may include a credit Ust 

builder/communicator including computer-cxecutable insm^Uons forperforming steps 
for dcermining .*en » communicate ne« credits to a sender. The steps may include 
,0 communicatingafirs.credi.lis.toasender.Aftercommunicath.g.hefirs.creditUst«> 

d„ sender, .he cr^t US. builde,/commumca«.r may moni«.r dte frequency at which the 
sender consumes credits in U.e first credit list The credit Us. builder/communicator may 
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detemunewhentd'commmicatea-se^^ 

frequency. For example, the credit list builder/communicator may determine a triggering 
buffer corresponding to a credit in the first credit list based on the frequency. The credit 
list builder/communicator may instruct an input/output device to send the second credit 
5 message to the sender when the triggering buffer receives data. In an alternative 
arrangement, rather than determining a triggering buffer, the credit list 
builder/communicator may determine a time in time units, such as milliseconds, for 
determining when to send a new credit message to the sender, based on the frequency. 
According to another aspect of the invention, the receiver may utilize credits to 
10 implement quality of service features. For example, the receiver may be a server that 
provides services to a plurality of client senders. Since the server may concurrently 
receive data from multiple cUents, it may be desirable for the server to impose a 
maximum allowable bandwidth restriction on each clients, to prevent the server from 
being overrun with data. One way that the sender may control the bandwidth is by 
1 5 regulating the number of unused credits available to each client so that no client has 

enough credits to exceed the maximum allowable bandwidth. By using available credits 
to regulate maximum bandwidth for each client, the server maintains a given quality of 

service for all clients. 

According to another aspect, the present invention may include a credit list 
2 0 builder/communicator including computer-executable instructions embodied in a 

computer-readable medium for performing steps. The steps may include operating in a 
first mode for determining when to communicate new credits to a sender. The credit list 
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builder/communicator may receive in-band information from the sender and analyze the 
in-band information. If the in-band information indicates that s^vitching would increase 
I/O performance, the credit list builder/communicator may switch to a second mode for 
determining when to communicate new credits to the sender. 
5 According to another aspect, the present invention may include an input/output 

device. Th. input/output device may include a processing circuit and a memory device 
coupled to ihe processing circuit For example, the processing circuit may comprise a 
nucroprocessor and the memory device may comprise on-chip memory of the 
xnicroprocessor. Alternatively, the memory device may comprise a memory chip external 
10 to the chip containing the processing circuit. The memory device may comprise a 

general-purpose memory, such as a read-only memory that stores computer-executable 
instructions. Alternatively, the memory device may comprise an application specific 
integrated circuit that implements the computer-executable instructions in hardware. ^ 
computer-executable instructions included in or implemented by the memory device may 
15 performsteps. H.e steps may include receiving requests for receiving data into receive 
buffers stored in virtual memory locations of a host computer connectable to the 
input/output device. ll.e next step may include buUding a credit list including a pluraUty 
of credits indicative of sizes of the receive buffers. Finally, after building the credit Ust. 
the next step may include communicating the credit Ust to the send«. 
2 0 According to another aspect, the present invention may include an input/output 

device. The input/ou^ut device may include a processing circuit and a memory device, 
as previously described. The computer-executable instructions included in or 
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implemented by the memory device may perform steps. The steps may include posting a 
first buffer accessible by a sender for receiving credits from a receiver. The next step 
may include determining whether credits have been received in the first buffer. In 
response to receiving credits in the first buffer, the next step may include posting a 
5 second buffer accessible by the sender for receiving additional credits firom the receiver. 
After posting the second buffer, the next step may include storing credits from the first 

buffer in a credit list. 

According to another aspect, the present invention may mclude a network 
communications system. The network communication system may include a first local 
1 0 virtual interface, a second local virtual interface, and a credit list builder/communicator. 
The first local virtual interface may send data to and receive data from a first remote 
virtual interface over a first network connection. The second local virtual interface may 
send credit messages to and receive credit messages from a second remote virtual 
interface over a second network connection. The credit list builder/communicator may 
15 build credit messages for controlling data flow over the first network connection and 
communicate the credit messages to the second remote virtual interface through the 
second local virtual interface and the second network connection. The credit messages 
may include credit lists including a plurality of credits indicative of buffer sizes of receive 
buffers for receiving data through the first local virtual interface from the first remote 
virtual interface. Alternatively, each virtual interface may be used to communicate data in 
one direction while communicating credit messages in the reverse direction. 
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Additional feamres and advantages of invention wiU be made apparent from 
the follovrntg detaUed description of illustrative embodiments which proceeds with 
reference to the accompanying figures. 

While the appended claims set forth *e feamres ottite present invention with 
particularity, the invention, together wifl. its objects and advantages may be best 
unders«>od from tite following detailed description taken in conjunction with the 
accompanying drawings of which: 

Figure 1 is a block diagram generally illustrating an exemplary computer system 
on which embodiments of fte present tovention may reside; 

Figure 2 U a block diagram illustrating a sender and a receiver including a system 
for controlling data flow according to an embodiment of fl>e present invention; 

Figure 3 is a more detailed block diagram of the sender and the receiver including 
the system for controlling dau flow according to the embodiment of Figure 2; 

Figure 3(a) is a detailed block diagran, of ti» sender and ti>e receiver according to 
an alternative embodiment of flie invention; 

Figure 4 is a flow chan illustrating steps ti.at may be performed by a credit list 
hnilder/communicator of a recdver for determining when to eomntunieate new credits ,0 
0 a sender according to an embodiment oftiK present invention: 

Figure 5 is a flow char. iUustrating exemplary steps that may be performed by a 
ereditUstbuilder/communicatorofareceiver for determining whentocomntunicatenew 
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credits' to a sender accdnling to^dtlTerembo-^ 

Figure 6 is a flow chart illustrating exemplary steps that may be perfoimed by a 
credit list builder/communicator of a receiver for determining whether to switch from a 
first mode to a second mode for determining when to communicate new credits to a 
sender according to an embodiment of the present invention; 

Figures 7(a) and 7(b) are flow charts illustrating exemplary steps that may be 
performed by a credit list reader/processor of a sender for reading and processing credits 
according to an embodiment of the present invention; 

Figure 8 is a flow diagram illustrating an example of the transfer of credits to and 
the use of credits by a sender according to an embodiment of the present invention. 

SPECIFIC nFSCRIPTTON OF THE INVENTION 

Turning to the dra^dngs, wherein like reference numerals refer to like elements, 
the invention is illustrated as being implemented in a suitable computing environment. 
Although not required, the invention will be described in the general context of computer- 
executable instructions, such as program modules, being executed by a personal 
computer. Generally, program modules include routines, programs, objects, components, 
data structures, etc. that perform particular tasks or implement particular abstract data 
types. Moreover, those skilled in the art will appreciate that the invention may be 
practiced with other computer system configurations, including hand-held devices, multi- 
processor systems, microprocessor based or programmable consumer electronics, 
network PCs. minicomputers, mainframe computers, and the like. The invention may 
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^so be practiced in dis^ibu.^ computing envirornnents v,here task, are perfonned by 
^te processing devices fta. are linked U^ough a con>n>»mcations nework. In a 
dis«bu«d computing environment, program modules may be loca«d in bo* local and 

remote memory storage devices. 
S Witi>refem>ce«.Fig. 1. an exemplary system for implementing tire invention 

incudes a general purpose computing device in ti.e form of a conventional personal 
computer 20. includingapro«ssi„gum.2..asystem memory 22, andasystembus 23 

couples various system components including the system memory to tire processing 
unit 21. m systembus 23 may be any of several types of bus structures including a 
a 0 memory bus or memory controller, a peripheral bus. and a local bus using any of a variety 
cf b„s archhecu^s. lire system memory includes read only memoo, (ROM) 24 and 
^dom access memory (RAM) 25. A basic input/ou^u. system (BIOS) 26. containing 
^ebasicroutinesth^helptotransferinformationberweenelementsvatinntitepersonal 

eomputer 20. such as dming start-up. is stored in ROM 24. Hre personal computer 20 
15 fintirer includes ahard disk drive 27 tor reading ftom and writing to a hard disk, not 

sho^r. a magnetic disk drive 28 for reading fiom or writing to a removable magnetic drsk 
29. and an optical disk drive 30 for reading ftom or siting to a removable optical disk 3 1 
such as a CD ROM or other optical media. 

The hard disk drive 27. magnetic disk drive 28. and optical disk drive 30 are 
, 0 combed .0 ti« system bus 23 by ahard disk drive in.erf.ce 32. a magnetic disk drive 
interface 33, and an optical disk drive in.er&» 34. respectively. !!» drives and tiretr 
^iated computer-readable media provide nonvolatile storage of computer readable 
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inTtructionsTd^ta structures, proir^iiniroduks oWr dita for tHepefsWaJ computer 
20. Although the exemplary environment described herein employs a hard disk, a 
removable magnetic disk 29, and a removable optical disk 31, it will be appreciated by 
those skilled in the art that other types of computer readable media which can store data 
5 that is accessible by a computer, such as magnetic cassettes, flash memory cards, digital 
video disks, Bernoulli cartridges, random access memories, read only memories, and the 
like may also be used in the exemplary operating environment. 

A number of program modules may be stored on the hard disk, magnetic disk 29, 
optical disk 31, ROM 24 or RAM 25. including an operating system 35, one or more 
10 applications programs 36, other program modules 37, and program data 38. The 

operating system 35 may include a virtual memory manager and one or more VO device 
drivers that communicate with each other to maintain coherence between virtual memory 
address mapping information stored by the operating system 35 and virtual memory 
mapping information stored by one or more VO devices, such as network interface 
1 5 adapters 54 and 54a. A user may enter commands and information into the personal 
computer 20 through input devices such as a keyboard 40 and a pointing device 42. 
Other input devices (not shown) may include a microphone, touch panel, joystick, game 
pad, satellite dish, scanner, or the like. These and other input devices are often connected 
to the processing unit 21 through a serial port interface 46 that is coupled to the system 
2 0 bus. but may be connected by other interfaces, such as a parallel port, game port or a 
universal serial bus (USB). A monitor 47 or other type of display device is also 
connected to the system bus 23 via an interface, such as a video adapter 48. In addition to 
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fl,e .orito,. persona con>pu.rs wically include 0... periphe^ output devices, no. 

shown, such as speakers and printers. 

•n,e persona, computer 20 n«y operate in a networked environment using logical 
connections to one or more remote computers, such as a remote computer 49. The 
remote computer 49 may be another persona, computer, a server, a router, a network PC. 
. peer device or other common n«work node, and typica..y inchtdes many or aU of «.e 
cements descHhed above relative to the persona, computer 20, although only a memory 
borage device 50 has been iUustrated in Fig. 1. The.ogica. connections depicted in F.g. 
, ir^lude a .oca. areanetwork (LAK) 5.. a wide area network (WAN) 52, and a s,st«n 
areanetwork (SA>0 53. Loca.- and wide-area networking environments are 
^mmonplace in offices, enterprise-wide computer networks, intranets and the Internet 
System area„etworkingenvironmen.sareusedtointercom.ectnodeswi,hhtadis.-bu.ed 

compnUng system, such as a Custer. For examp.e. in the mustrated embodiment, the 

«^ r^r^A^ in a clustcr and the remote computer 49 
personal computer 20 may compose a first node m a cluster 

A in the Cluster In such an environment, it is preferable that 
15 may comprise a second node m the Cluster, m^u 

4e persona, computer 20 and the remote computer 49 be under a common administrative 
domain. Ihus.a.,houghthe computer 49istabe,ed"remo.e..thecompu.er49maybe in 

Cose physical proximity to the personal computer 20. 

When used inaLAK or SAN networking environment..he persona, computer 20 

comtected to *e local network 5, or system network 53 through the network interfece 
,d.pters54and54. ^ netwo* interf^ adapters 54 and 54a may inCude processing 
^.55and55aandoneormorememorynnits56and56a.Thememoryumts56and 
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56a may contain computer-executable instructions for processing l/Ol-equests inclu^ 
translating virtual memory addresses to physical memory addresses, obtaining virtual 
address mapping information from the operating system 35, and recovering from local 
address translation failures. The memory units 56 and 56a may also contain page tables 
5 used to perform local virtual to physical address translations. 

When used in a WAN networking environment, the personal computer 20 
typically includes a modem 58 or other means for establishing communications over the . 
WAN 52. The modem 58, which may be internal or external, is connected to the system 
biis 23 via the serial port interface 46. In a networked envirorunent, program modules 
1 0 depicted relative to the personal computer 20, or portions thereof, may be stored in the 
remote memory storage device. It will be appreciated that the network coimections 
shown are exemplary and other means of establishing a conunxmications link between the 
computers may be used. 

When used in any of the networking environments illustrated in Figure 1, data 
1 5 flow is preferably regulated between processes executing on the personal computer 20 
and processes executing on the remote computer 49 that communicate with each other. 
For example, the personal computer 20 may include a sender for sending data through 
one of the network interface adapters 54 and 54a to a receiver executing on the remote 
computer 49. Accordingly, in order to regulate data flow between the sender and the 
2 0 receiver, the sender may include a credit list reader/processor for receiving and 
processing credits from the receiver. The receiver may include a credit list 
builder/communicator for buildmg credit lists and communicating the credit lists to the 
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sender. 

•n,e present invention U not limited to regulating flow between processes 
executing on separate computers. The credit list builder/commmucator and the credit list 
reader/processor may be used to regulate flow between a s«>der and a receiver executing 
5 on the same machine. For example, the sender and tite r«:eiver each may comprise an 
application program executing on the personal computer 20 that utilize a shared memoty 
region for communicating with each other. The shared memoir region may include a 
data portion and a control portion. In order to regulate flow, the c«iit list 
builder/processor of the reviver may write credits to the control portion of the shared 
10 memoryregion. Tl„ credits may be mdicativeofreceive buffer sizes in ,h.da«, portion 
of the shared memory region. In order to access the credits, the credit list 
reader/processor of the sender may read the control portion of flte shared memory region. 
The credit list reader/processor preferably uses the credits in the order that the credits are 
made available, preferably does not exceed the buffer size indicated by each credit, and 
15 pr=ferablyonlywri.esdata.otheda.aportionwhencr=di.sareavailable. Intitismanner. 
flow benveen the sender and the receiver may be regulated using credits in shared 
memory. 

In yet another alternative, where the sender and receiver are executing on 
different machines, RDMA write operations may be used to communicate credits ftom 
20 the receiver to the sender. In RDMA write operations, the credit list 

buflderycommunicator of the receiver may writ, credits direcfly to the memory of the 

on which the credit message reader pn>cessor of the sender executes. In order to 
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perform-anRDMA-write.operation,.the.credit list.builder/cqmrmmk^^ 
packet containing a list of credits and the destination memory address of the sender where 
the credits will be stored. The sender may receive the packet directly into the specified 
memory address. In order to use the credits, the credit list reader/processor may read the 
5 memory location that receives the RDMA packet The credit list reader/processor may 
use the credits to send data to the receiver in the manner previously described. Thus. 
RDMA write operations provide yet another mechanism for communicating credits to the 
sender. 

hi the description that follows, the invention will be described with reference to 
10 acts and symbolic representations of operations that are performed by one or more 

computers, unless indicated otherwise. As such, it will be understood that such acts and 
operations, which are at times referred to as being computer-executed, include the 
manipulation by the processing unit of the computer and/or the processing units of UO 
devices of electrical signals representing data in a structured form. This manipulation 
15 transforms the data or maintains it at locations in the memory system of the computer 
and/or the memory systems ofl/O devices, which reconfigures or otherwise alters the 
operation of the computer and/or the VO devices in a manner well understood by those 
skilled in the art. The data structures where data is maintained are physical locations of 
the memory that have particular properties defmed by the format of the data. However. 
2 0 while the invention is being described m the foregoing context, it is not meant to be 

limiting as those of skill in the art will appreciate that tiie acts and operations described 
hereinafter may also be implemented in hardware. 
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Figure 2 illustrates an exemplary sender 60 and a receiver 62 including a system 
for controlling data flow according to an embodinrent of the present invention. In the 
iUusttated embodiment, the sender 60 and the receiver 62 may each comprise a plurali^, 
of processes executing on the same computer or on differ«,t computers ti>a. communicate 
5 over a communication link 64. The communication link 64 may comprise a LAN, a 
WAN. a SAN. or any other medium for transferring signals between comtected devices. 
If the sender and the receiver include application programs executing on the same 
machine, the communication link may comprise a bus. such as a data bus. m sender 60 
may mdude a siding application 66 for requesting fl>e sending of data stored in one or 
10 moresendbuffe«68ftomanVOdevice70u,o.herappUcations. For example, ti>e 

^ding appUcation 66 may comprise a web server tirat sends data to other applications, 
^ as the receiving appUcation 74 over ti>e communication link 64. Tl.e VO device 70 
may comprise any type of device for sending and receiving dau in response to requests 
from an appUcation For example, tite VO device 70 may comprise a network interface 
15 adapter, such as an Eti,eme. adapter. U, order to reduce copying of daU between the 

sending application 66 and the yo device 70. the VO device 70 is preferably capable of 
Elating vimral memory addresses of datatobe sen.«> physicd memory addresses. 
Exemplary mechanisms for translating virmal memory add^sses to physical memory 

addresses are described in copending U.S. Patent AppUcation No . 

20 December 29. 1998, entitied. "Recoverable Methods for and systems for Processing 

I^u^Output Requests," (Leydig. Voit Mayer. LUL Attorney Docket No. 89079) the 
disclosure of which is incorporated herein by reference in its entirety. 
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fhTsender~60~inay~also 
communication between the sending application 66 and the I/O device 70. For example, 
the I/O device interface 72 may include communications functions, such as sockets, MPI, 
and cluster functions that may be called by the sending application when requesting 
5 sending of data. The VO device interface 72 may convert the requests into data structures 
recognizable by the I/O device 70. In order to reduce the copying of data between the 
sending application 66 and the I/O device 70, the VO device mterface 72 may also 
include memory registration functions for registering memory used by applications with 
the I/O device 70. However, because the UO device 70 is preferably capable of 
1 0 recovering from local virtual address translation failures, memory registration may not be 
required. 

The receiver 62 may include the receiving application 74 for requestmg receipt of 
data from an I/O device 76 into one or more receive buffers 78. For example, the 
receiving application 74 may comprise a web browser that receives data sent over a 
1 5 network from other applications, such as the sending application 66. The VO device 76 
of the receiver may comprise any device capable of sending and receiving data over a 
communication link in response to requests from the receiving application 74. The 
receiver .62 preferably also includes an I/O device interface 80 for controlling 
communication between the receiving application 74 and the I/O device 76. The yO 
20 device 76 and the I/O device interface 80 may be similar in structure to the I/O device 70 

and the VO device interface 72 of the sender and need not be fiirther described. 

According to an important aspect of the invention, the receiver 62 communicates 
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^ mu..««a -.bodtaen, — ca.i.g ^ c«di.. .0 *e includes sending 

c„di. messages 82 .o*e sender, T.e c^. :nessages n«V ^ — y conflgured. Ina 

• 1,,^^ f^ft^A'if H«rts containing buffer size 
preferred embodiment, the eredit messages may melnde eredtt lists co 

application 74 may re,uest receipt of data. In order to generate eredi. lists and 
commnnicate credits to the sender, the receiver may include a credit list 
.uilder/communlcator S3. When the receiving application re<r.ests receipt of data mto 
or. ormoreoftherecelvebuffers,8.e.g..b,commu..ca.ingthebuffervlrtual addresses 

,0 and sl^s to the I/O device inters SO. the credit list huilder/comm— S3 may 
.eneratecredlt messages mcludlngthesi^ofther^ivehuffersVS and forward the 

eredltmessagestothel/Odevlce76tobesen.tothesender60.Mteruatlve,y.thecredl. 

l^huUder/communicator ma, communlcatecredltsto the senderusmgashared memory 

bufferorthr„ughKDMA«nteopera.lor«.asprevlouslydescrlhcd. The credit list 
,3 b«Uder/communica.orS3mayalsode.ermh«»hentocommunica.enewcredi,s.othe 
^dereo. Methodsfordetemmmgwheotocommunicatenewcredits to the sender 60 

are discussed in more detail below. 

,uordertoprocessthecreditsrecelvedftomthereceiver.thesendcrmayincl»dea 

^UUstreader/processor75. T.e credit list reader/processor 75 may he variously 
,0 „ungure^Forexample.thecredl.hstreader/processor75mayreeeivecredi.me3sages 
S2^m.hereeeiver6.ande»actcreditsincludinghuffersi.info.mationftomthe 
^.messages. Alternatively, when the receiver communicates credits to the sender 
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using a shared memory region or an RDMA v^Tite operation, the credit message 
reader/processor may read data from the shared memory region or the buffer for receiving 
RDMA writes. 

According to an important aspect of the invention, the credit list reader/processor 
5 75 preferably uses the credits to detemiine the size of data packets to be sent to the 
receiver. In addition, the credit list reader/processor preferably uses the credits in the 
order that the credits were received, so that the receiver will receive data in the correct 
buffers. For example, the credit message 82 may indicate that the receiving application 
74 has a first buffer of four bytes for receiving data and a second buffer of two bytes for 

1 0 receiving data. The sending application 66 may have a send buffer of six bytes to be sent 
to the receiving application. Under these conditions, the credit list reader/processor 75 
may request that the I/O device 70 send a first data packet of four bytes and a second data 
packet of two bytes to the receiver 62, e.g., by commimicating the virtual addresses of the 
data to be sent along with the appropriate sizes to the I/O device 70. The credit list 

15 reader/processor 75 preferably maintains a list of credits received from the receiver 62 
and removes credits from the list as the sender uses the credits. Thus, because the 
receiver 62 preferably conununicates credits indicative of application buffer sizes to the 
sender, and the sender 60 constructs data packets having sizes based on the credits, data 
flow between the sender and the receiver may be efficiently regulated. Moreover, 

2 0 software copying, segmentation, and reassembly of data may not be required according to 
preferred implementations of the invention because the data packets sent to the receiver 
are preferably no greater in size than the corresponding receive buffers. 
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In order to comm<mi«tc credit messages to the sender, the credit Ust 
b^ader/con^unicator may utilize the same connection or a separate connection ftom the 
connection used for receiving data from the sender. In a preferred embodiment. ti>e 
sender and the receiver send and receive data over one or more data com.ections and 
5 exchange credit messages over a con^ol com.ection separate from the 6^ coM»ction^ 
When fte sender and fl.e receiver communicate over multiple dam connections, the credit 
message builder/communicator may multiplex credits or credit messages fransmitted over 
the control com,ection. Each credft or credit message m the multiplexed control channel 
may indicate the data connection to which it pertains. -n>us. the methods for controlling 
10 data flow according to the present invention are applicable to a single data connection or 
to aplurality of data connections. •n>e credit message reader/processor of the sender may 
demultiplex ti.e credit messages on ti» control channel and use tite credits in the credit 
messages to s»d data over the corresponding data connections. In order to prevent credit 
message overflow on the control connection. ti>e credit message reader/processor 
15 preferably min««ns a credit message buffer for «.chda«.com.ection. 

In yet another alternative embodiment, the receiver may communicate with a 
plumUty of senders. For example, the sender may comprise a sender and the receivers 
nu.y comprise clients. In such an embodiment, ti-e credit message buUder/communicator 
of ti,creceiv.rmay receive data from aplurality of client senders utilizing a separate data 
20 comtectionforeachsender. The credit message builder/communicator of *e receiver 
n«y communicate credits to each sender utilizing a separate control comtection for each 



sender. 
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The credit message builder/comniunicator and the credit message reader/processor 
may be implemented in hardware, software, or a combination of hardware and software. 
For example, in the embodiment illustrated in Figure 2, the credit message 
builder/communicator and the credit message reader processor may be components of the 
5 communications provider software included in the I/O device interfaces 72 and 80. In an 
alternative embodiment, the credit message builder/communicator and the credit message 
reader/processor may be implemented in hardware of the I/O devices 70 and 76. 
Implementing the credit message builder/communicator and the credit message 
receiver/processor in the hardware of the I/O devices allows flow control to be performed 
1 0 transparently to the conununications provider software. 

Although the embodiment illustrated in Figure 2 shows a sender 60 and a receiver 
62 respectively having a credit list reader/processor 75 and a credit list 
builder/communicator 83, the present invention is not intended to be limited to such an 
embodiment. For example, the sender 60 and the receiver 62 may each be capable of 
1 5 sending and receiving data. Thus, the I/O device interface 72 of the sender 60 may 

include a credit list builder/communicator 83 in addition to the credit list reader/processor 
75. Similarly, the I/O device interface 80 of the receiver 62 may include a credit list 
reader/processor 75 in addition to the credit list builder/communicator 83. 

Figure 3 is a more detailed block diagram of the sender 60 and the receiver 62 
2 0 illustrated in Figure 2. The sender 60 and the receiver 62 illustrated in Figure 3 

preferably implement the Virtual Interface Architecture (VIA). According to the VIA 
architecture, the efficiency of I/O operations may be increased by granting I/O devices 

- 27 - 

BNSDOCID: <WO 0041365A1J_> 



wo 00/41365 



PCT/US99/30860 



direct access to application-level data buffers so that copying of data between 
. appUcations and the I/O devices is not required, In order to provide FO devices direct 
access to application-level buffers, the I/O device interfaces 72 and 80 communicate 
descriptors to the VO devices. A descriptor is a data structure containing I/O request 
5 processing infonnation. such as the virtual memoiy address and size of a send or receive 
buffer. The VO devices translate the virtual memory addresses in the descriptors to 
physical memory addresses and either send data from or receive data into a buffer at the 
physical memory address. The buffer size information in the descriptors may also be 
used by the credit list builder/communicator 83 to generate credit messages. 
10 In Figure 3, the I/O devices 70 and 76 preferably each comprise a VIA network 

interface adapter capable of sending and receiving data and credit messages over the 
communication link 64. A VIA network mterface adapter may comprise any type of 
network adapter capable of high-speed communications, for example, an Ethernet card, 
such as a gigabit Ethernet card. In addition, the VIA network interface adapter is 
15 preferably capable of translating virtual memory addresses of buffers used in I/O 
operations into physical memory addresses. 

The VO device interfaces 72 and 80 of the sender 60 and the receiver 62 each 
comprise a plurality of components for controlling communications between the 
appUcations 66 and 74 and the VO devices 70 and 76. For example, the VO device 
2 0 interface 72 of the sender 60 may include an operating system commmncation interface 
88 and a virmal interface (VI) user agent 89. m VO device interfece 80 of the receiver 
62 may also mclude an operating system communication interface 90 and a VI user agent 
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91. The operating system communication interfaces 88 and 90 and the VI user agents 89 
and 91 of both the sender and the receiver may convert requests from the sending and 
receiving applications into data structures, such as descriptors, for processing by the VO 
devices 70 and 76. Accordingly, the operating system communication interfaces 88 and 
5 90 may include standard communications fimctions for performing network I/O, such as 
sockets, MPI, cluster, or other communications functions. The VI user agents 89 and 91 
may communicate memory registration requests through communication links 92 and 93 
to VI kernel agents 94 and 95. The VI kernel agents 94 and 95 may be components of the 
operating systems of the sender and the receiver that function as device drivers for the I/O 
10 devices 70 and 76. The VI kernel agents 94 and 95 may receive the memory registration 
requests from the VI user agents 89 and 91 and register memory used by the sending and 
receivmg applications 66 and 74 with the I/O devices 70 and 76. In addition, the VI 
kernel agents 94 and 95 may establish and break connection with remote machines. The 
VI kernel agents 94 and 95 may also manage one or more virtual mterfaces, such as 
15 virtual interface 96 of tiie sender 60 and virtual interface 97 of the receiver 62. 

The virtual interfaces 96 and 97 may comprise communication interfaces between 
the sending and receiving applications 66 and 74 and tiie I/O devices 70 and 76. The 
virtual interface 96 of tiie sender 60 may include a send queue 98 and a receive queue 99. 
Similarly, tiie virtual interface 97 of tiie recdver 62 may include a send queue 100 and a 
20 receivequeue 101. In order to request an UO operation, tiie sending and receiving 

applications 66 and 74 may execute standard I/O conunands. such as Winsock sendQ and 
Winsock recvO. In response to tiiese commands, tiie VI user agents 89 and 91 may post 
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descriptors 102-109 to the send and receive queues of the sender and the receiver and 
notify the VO devices of the posting of the descriptors. Posting the descriptors may 
include miting pointers to the virtual memory addresses of the descriptors to the virtual 
memory addresses of the queues. Notifying the VO devices of the descriptors may 
5 include ^vriting doorbell tokens including the virtual memory addresses of the descriptors 
to virtual memory addresses of doorbells associated .^th each queue. The VI kernel 
agents may map the virtual memory addresses of the doorbells to physical memory 
addresses of doorbell control registers associated v^th the VO devices. When the I/O 
devices 70 and 76 receive doorbell tokens, the devices preferably increment a descriptor 
10 counterfortheassociatedqueue. The I/O devices 70 and 76 decrement the counters 
when descriptors are processed. Tbe I/O devices 70 and 76 preferably process the 
descriptors in the order that the descriptors are posted in the send and receive queues and 
perform the requested VO operations. The VO devices preferably process the descriptors 
until the queues are empty or until an unrecoverable error occurs. 
15 In order to request tixe sending of data, the sending appUcation 66 may transmit a 

request for sending data to ti.e VI user agent 89. which posts descriptors 102 and 103 in 
the send queue 98 of ti.e sender virtual interfece 96 and rings the doorbell of tixe send 
queue 98 once for each descriptor. I^e descriptors 102 and 103 may specify the virmal 
n^emory addresses of send buffers 68 containing data to be sent to ti.e receiver. Once ti.e 
2 0 descriptors are posted in the send queue 98. tixe I/O device 70 of the sender preferabfy 

locates ti.e data at tixe virtual memory addresses indicated in tixe descriptors and sends ti.e 
data to the receiver. 
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In order to receive data from the sender, the receiving application 74 preferably 
sends receive data requests to the VI user agent 91, which posts descriptors 106 and 107 
in the receive queue 101 specifying one or more receive buffers 98 to store data from the 
sender. However, if no descriptors are posted in the receive queue 101 v^en the data 
5 arrives, connection between the sender and receiver may be broken. Similarly, because 
the receiver may not perform segmentation or reassembly of data, if data in a given data 
packet from the sender exceeds the size of the receive buffer in the descriptor 1 07 at the 
head of the receive queue 101, connection may also be broken. Accordingly, it is 
desirable to coordinate posting of descriptors in the send queue 98 of the sender with the 
1 0 posting of descriptors in the receive queue 1 01 of the receiver, i.e.. it is desirable to 
control flow between the sender and the receiver. 

In order to control flow between the sender 60 and the receiver 62, the credit list 
builder/communicator 83 builds credit messages based on sizes of the receive buffers 
contained in receive data requests initiated by the receiving application 74, For example. 
1 5 when the receiving application posts a descriptor in the receive queue, the credit list 

builder/communicator 83 may record the size of the buffer specified by the descriptor in a 
credit message. The credit list builder/communicator 83 may repeat this process for each 
descriptor posted in the receive queue. When the number of credits in the receive queue 
reaches a predetermined value or when the credit list builder/communicator 83 
2 0 determines that the sender needs credits, the credit list builder/conununicator 83 
preferably requests that the yO device 76 send a credit message 82 to the sender. 
Methods for determining when the sender needs credits will be discussed in more detail 
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below. 

Credit messages may be sent to the sender in any suitable manner, for example, by 
posting a descriptor in the send queue 100 of the receiver containing the size and virtual 
memory address of the credit message and ringing the send queue doorbell. However, in 
5 a preferred embodiment of the present invention, the sender and the receiver use a 

separate connection from the comxection(s) for sendmg and receiving data for the sending 
and receiving of credits. Accordingly, since each virtual interface may comiect to one 
remote virtual interface to form one network connection, the sender and the receiver may 
each include an additional virtual interface for sendmg and receiving credit messages. In 
1 0 addition, m an alternative embodiment of the invention, a single sender and a single 

receiver may communicate over multiple data connections. In such an embodiment, the 
sender and the receiver may each include multiple virtual interfaces for the data 
com^ections and a single virtual interface for a control comiection for the exchange of 
credit messages, m cre^t message builder/communicator of the receiver may multiplex 
15 creditsorcreditmessagessentoverthecontrolconnectiontotbesender. Eachcreditor 
credit message may specify the data comxection or virtual interface to which it pertains. 
•n.e credit message reader/processor of the sender may demultiplex the credits and use 
the credits to control the sending of data over the corresponding data com^ection. In order 
to preventcreditmessageoverflow.the credit message reader/processor may maintaina 

2 0 separate credit message buffer for each data com^ection. In yet another alternative 

embodiment. ti.e receiver may compriseaserver that communicates vdti^aplurality of 

cUent senders. In such an embodiment, tixe receiver may include one virtual interface for 
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sending credits to and receiving credits frbiii each of the remote senders. TTiat is. the 
number of credit message comiections may be equal to the number or remote client 

senders. Any number of credit message connections and data connections is within the 

scope of the invention. 

5 Once a credit message is transmitted to the sender, the credit list reader/processor 

75 of the sender receives the credit message 82. Receiving a credit message may require 
the previous posting of a descriptor containing the virtual address and size of a credit 
message buffer in the receive queue 99 of the sender. Alternatively, as discussed above, 
credits may be received over a separate comiection from the connection for receiving 
1 0 data. The credit list reader/processor 75 may use the credits in the credit message to 
control the posting of descriptors in ti.e send queue 98. For example, the sender may 
have a send buffer containing six bytes of data to be sent to the receiver. The credit 
message 82 from the receiver may contain a first credit of four bytes and a second credit 
of two bytes, indicating that the descriptors 106 and 107 speciiy two-byte and four-byte 
1 5 receive buffers, respectively. Accordingly, the credit list reader/processor 75 may post a 
first descriptor 103 in tiie send queue 98 containing a pointer pointing to the first byte of 
the send buffer ^vith a size of four bytes and a second descriptor 102 in the send queue 98 
containing a pointer pointing to tiie fifth byte of ti.e send buffer 68 witii a size of two 
bytes. Hie VO device 70 may process the descriptor 103 and transmit a first data packet 
20 having four bytes of data to the receiver. The yO device 70 may process the second 
descriptor 102 and transmit a second data packet of two bytes of data to the receiver. 
When ihc receiver receives tiie data packets, tiie receiver processes the descriptor 107. 
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ften the descriptor 106. to store the received data packets m four- and twc-byte receive 
buffers, respectively. In this manner, the sender only sends data that the receiver is 
capable of receiving. As a result, data transmission overflow errors are reduced and 

transmission efficiency is increased. 
5 In the embodiment illustrated in Figure 3, the credit lis. builder/communicator 83 

and the credit list reader/processor 75 are preferably implemented in software, e.g., in the 
VI user agents 91 and 89. In an alternative embodiment, the credit list 
builderfcommunicator and the credit list reader/processor may be implemented in 
hardware. e.g., in hardware of the I/O devices. Implementing the credit Ust 
1 0 builder/communicator and the credit list reader/processor in the hardware of the I/O 
devices allows flow control functions to be performed transparently to the 
communications softvraie of the sender and the receiver. 

Figure 3(a) illustrates a detailed block diagram of a sender and a receiver in which 
th. credit Ust builder/communicator and the credit list r«>dcr/p,ocessor are implemented 
15 inhardware. I„ the illustrated embodiment, the credit list reader^rocessor 75a is a 
hardware component of the I/O device 70 of the sender and the credit list 
buiIder/comm,nnca.or 83a is a hardware component of the 1/0 device 76 of the receiver. 
TV remaining components in Figure 3(a) are the same as those niustrated in Figure 3. 

and their descriptions are therefore not repealed. 
20 inordertoregulatetheflowofdata&omthesender.theciefitlist 

buUder/communicator 83a of the receiver may generate a list of credits based on 
descriptors posted inther^eivequeuelOl. The list of creditsmay be stored inmcmory 
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of the I/O device 76 or in memory of the. host computer in which the I/O device is 
inserted. The credit list builder/communicator 83a may send the credit list to the sender 
by instructing the VO device 76 to send the list directly from the memory location in 
which the credit list is stored. The credit list builder/communicator 83a may also 
5 determine when to communicate new credits to the sender as will be discussed in more 
detail below. 

The credit list reader/processor 75a may receive the credit list and process the 
credits in order to send data to the receiver. However, unlike the credit list 
reader/processor 75 illustrated in Figure 3, rather than posting descriptors in the send 
1 0 queue, the credit list reader/processor 75a may control the sending of data specified by 
descriptors previously posted in Ihe send queue 98 of the sender so that the size of data 
packets actually sent to the receiver corresponds to the credits. For example, a descriptor 
specifying the sendmg of eleven bytes of data may be located at the head of the send 
queue 98. The credit list reader/processor 75a may have two credits of five bytes and six 
1 5 bytes. Accordingly, the credit list reader/processor 75a may break the data buffer 

specified by the descriptor into a first data packet of five bytes and a second data packet 
of six bytes. Thus, when the credit list reader/processor and the credit list 
builder/communicator are implemented in hardware, flow control can be achieved 
transparently to the VI user agents 88 and 90. 
20 As stated above, the credit list builder/communicator 83 preferably determines 

when to communicate new credits to the sender. Determining when to provide the sender 
with new credits may be accomplished in any number of ways. Figure 4 Ulustrates 
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exemplary steps which may be performed by the credit list builder/communicator 83 to 
determine when to communicate new credits to the sender. In step STl, the credit list 
builder/communicator 83 may receive requests for receiving data from the receiving 
application 74. The credit list builder/communicator 83 preferably determines the size of 
the receive buffer in each request and adds a credit of a corresponding size to a credit list 
Step STl is preferably executed repeatedly and concurrently with the remaining steps in 
Figure 4 to accumulate credits as requests are received from the receiving application 74. 
In steps ST2 and ST3, the credit list builder/communicator 83 determmes whether the 
number of accumulated credits exceeds a predetermined number or whether the sender 
has no credits. The predetermined number of credits may be based on a maximum credit 
message length, which may be detemnned by the smaller of the network MTU between 
the sender and the receiver and the size of the buffer posted by the sender to receive credit 
messages. If either condition is satisfied, the credit list builder/communicator 83 may 
communicate a first batch or list of credits to the sender. (ST4) For example, the credit 
list builder/communicator may instruct the I/O device 76 to send a first credit message to 
the sender, e.g.. by posting a descriptor having a pointer to the credit message in the send 
queue ofthe control comxection of the receiver and ringing the send queue dooibelL In 
an alternative embodiihent, for example, where the sender and receiver communicate 
using shared memory, the credit Ust builder/communicator 83 may write the credit Ust to 
the control portion of the shared memory if both conditions are satisfied. If neither of the 
conditions is satisfied, the credit list bmlder/commumcator may continue to accumulate 
credits. In steps ST5 and ST6. the credit list builder/communicator 83 determines 
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Whether data has been received from the sender for the first buffer specified in the first 
batch of credits communicated to the sender. If data has not been received in the first 
buffer, the credit list builder/communicator 83 preferably continues checking whether 
data has been received in the first buffer, i.e., without communicating a new list of credits 
5 to the sender. If the credit list builder/communicator 83 determines that data has been 
received in the first buffer specified in the first credit list, the credit list 
builder/communicator 83 determines whether new credits are available, (steps ST7 and 
ST8) If new credits are available, the credit list builder/communicator 83 preferably 
communicates a new credit list to the sender. (stepST9) For example, the credit list 
1 0 builder/communicator may instruct the I/O device 76 to send a new credit list to the 

sender containing newly accumulated credits. The newly accumulated credits may be 
based on receive buffers contained in data receive requests initiated by the receiving 
application after the previous credit message was sent. If there are no newly accumulated 
credits, the credit list builder/communicator 83 may continue to check until new credits 
1 5 are available. After the new credit list is communicated to the sender, the credit list 

builder/commmucator 83 determines whether data has been received m the first buffer 
specified in the new credit list, (steps STIO and STll) If data has not been received in 
the first buffer in the new credit list, the credit list buUder/communicator 83 preferably 
continues checking, i.e.. without commumcating another new credit list to the sender. If 
20 the credit list builder/communicator 83 determines that data has been received in the first 
buffer in the new credU list, the credit list builder/communicator 83 preferably checks 
whether new credits are available and instructs the I/O device 76 to send another new 
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credit list to the sender. 

The approach illustrated in Figure 4, in which the receiver conmiunicates a new 
credit list to the sender when the first buffer specified in a previous credit list is used, 
increases the number of credits available to the sender at any given time. This approach 
5 may be desirable if the sender is rapidly consuming available credits. In an alternative 
approach, steps ST5, ST6. STIO. and STl 1 can be modified so that the credit Ust 
buUder/communicator 83 detemiines when the last buffer in a previous credit list is used 
before communicating a new credit list to the sender. This approach would reduce the 
number of credit list communications sent by the receiver and the number of credits 
10 available to the sender at any given time. Such an approach may be desirable if the 

sender is not rapidly consuming available credits. In yet another alternative, the credit list 
builder/communicator 83 may instruct the 1/0 device of the receiver to communicate new 
credit lists to the sender when a buffer between the first and last buffers in a previous 
credit list receives data firom the sender. 
15 According to another aspect of the invention, the method for determining when to 

communicate new credits to the sender is adaptable. Figure 5 iUustrates an adaptable 
approach for detemuning when to communicate new credits to the sender. Steps STl- 
ST6 are the same as steps ST1-ST6 in Figure 4 and their description is not repeated. In 
step ST7. after data has been received in a first buffer specified m a first credit list 
2 0 previously communicated to the sender, the credit Ust builder/communicator 83 

determines the frequency at which the buffers are being used by the sender, hi step ST8. 
the credit hst builder/communicator 83 detemunes which buffer m the credit list currently 
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being used by the sender will trigger the sending of a new credit message, based on the 
frequency. For example, if the sender is rapidly usmg buffers in the current credit • 
message, a new credit message may be sent when a buffer near the beginning of the 
current credit message is used. On the other hand, if the sender is slowly consuming the 
5 buffers in the current credit message, the credit list builder/communicator 83 may wait 
imtil a buffer near the end of the current credit message is used to send the new credit 
message. In steps ST9 and STIO, the credit list builder/communicator 83 determines if 
the triggering buffer in the current credit message has received data from the sender. If 
the triggering buffer has not received data, the credit list builder/communicator 83 
1 0 preferably continues checking. If the triggering buffer has received data, the credit list 
builder/communicator 83 may determine if any new credits have been accumulated, 
(steps STl 1 and ST12) If new credits have not been accumulated, the credit list 
builder/communicator may continue checking. If new credits have been accumulated, the 
credit Ust builder/communicator 83 may instruct the VO device 76 to send a new credit 
1 5 list to the sender. In steps ST14 and STl 5, the credit list builder/communicator 83 

determines whether data has been received in the first buffer in the new credit list. If data 
has not been received in the first buffer, the credit list builder/communicator 83 
preferably continues checkmg. If data has been received, the credit list 
builder/communicator 83 returns to step ST7 to determme the frequency at which the 
2 0 sender is utilizing buffers and determine which buffer in the new credit message will 
trigger the sending of another new credit list. In an alternative arrangement, step ST7 
may be executed continuously so that the triggering buffer can be updated continuously. 
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ta aus mam>cr. ornnber of credit messages and credit, made available «> the sender is 
controlled based on the rate at «hich the sender is nsing credits. In another alten^tive 
ax^gement. the times a, which bnffers in a first credit message are nsed may be input to 
an adaptive-prediotive filter. He adaptive-predictive filter may predict when the sender 
5 will most likely need a new list of credits. 

■fte present invention is not limited to utilizing a triggering buffer to determme 
when to communicate a new credit Ust to the sender. For example, in an alternative 
embodimoat. steps ST9 and STIO in Figure 5 may be replace by steps for determining a 
,ime,e.g..inmiUiseconds.forcommunicatinganewcredi.listtothescnder. Insuchan 

1 0 embodiment, the credit lis. buBder/communica«,r 83 may monitor the ftequency at which 
^esenderconsumes credits and, b^ed on the frequency, d^ennine to communicate new 
credits after a predetemiined time period elapses. Any method for adaptively 
detennining when to communicate new credits to the sender is wito the scope of the 

invention. 

15 in another alternative embodiment, the credit list bmlder/communicator 83 may 

implement quality of service functions by regulating the rate at whid. credits a« 
communicated to 4e sender. For example, fl>e receiver may comprise a server that 
provides services to aplurality of cUen, senders. Tlte receiver may prevo* any one of the 
cUents ftom exceedtog a p^detennined maximum allowable bandwidth by not sending 
20 credits to ti.e cUent when doing so would allow the cUen. to «tceed fl>e maximum 
allowable bandwidth. By preventing cB««s ftom exceeding a maxhnum aUowable 
bandwidth using credits, the s«ver can guarantee a certain quaUty of service .o all cUents. 
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For example, since none of the clients can exceed the maximum allowable bandwidth, 
the processing load on the server is determined by the number of clients and the 
maximum allowable bandwidth. If the maximum allowable bandwidth is set somewhat 
lower than the bandwidth that the server is capable of servicing for a given connection, 
5 the server can service a greater number of clients with less hardware. In contrast, without 
a maximum bandwidth limitation, in order to guarantee service to a given number of 
clients, the server must contain sufficient resources to handle bursts of communications 
from the clients in excess of the average bandwidth. Thus, the credit-based methods and 
systems for regulating flow between a sender and the receiver can be used to facilitate 

1 0 server resource planning. 

According to another aspect of the invention, the sender may transmit in-band 
information to the receiver along with the data packets. The in-band information may 
include the cumulative amount of data remaining to be sent by the sender. The credit Hst 
builder/communicator 83 may utilize this information to switch between one or more of 
1 5 the approaches previously described for determining when to communicate new credits to 
the sender. Figure 6 illustrates an exemplary approach for switching between modes for 
determining when to communicate new credits to the sender. In step STl , the credit Ust 
builder/communicator 83 operates in a first mode for determining when to communicate 
new credits to the sender. The first mode may comprise the steps illustrated in Figure 4 
2 0 for sending new credit lists when a first buffer in a previous credit list triggers the sending 
of a new credit list. In step ST2, the credit list builder/communicator 83 analyzes the in- 
band data transmitted from the sender. The in-band data may include any information for 
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assisting the credit list builder/communicator 83 in determining when to conmiunicate 
new credits to the sender. For example, the in-band data may include the amount of data 

remaining to be sent by the sender. 

In step ST3, the credit list builder/communicator 83 may determine whether 
5 switching would increase performance, e.g., by analyzing the amount of data remaining 
to be sent, the number of credits remaining, and/or frequency of buffer usage. For 
example, the credit list builder/communicator 83 may compare the monitored information 
to a threshold value or a set of threshold values to determine whether to switch modes. If 
the analysis indicates that the rate at which credits are currently bemg communicated to 
10 the sender is too fast, the credit list builder/communicator 83 may switch to a second 

mode for determining when to communicate new credits to the sender to slow the rate at 
which credits are communicated to the sender, (step ST4) On the other hand, if the 
analysis indicates that the communication of credits is too slow, the credit list 
builder/communicator 83 may switch to a third mode for detemiining when to 
15 commmucating new credits to the senderto increase the rate of communication of credits 
to the sender. If switching modes would not increase performance the credit list 
buUder/communicator 83 may continue operatmg in the current mode (step ST5) and 
return to checking the in-band information. The in-band infomxation may also be used as 
an input to an adaptive-predictive filter to adaptively determine when to communicate 
20 new credits to the sender. By using in-band information from the sender to determine 

when to send new credit messages, the VO perfom^ce of the sender and receiver may be 
fiirther improved. For instance, the in-band information may be utiUzed to reduce the 
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number of mode switches when the data rate is highly variable. 

Figure 7(a) and 7(b) illustrate steps that may be performed by the credit list 
reader/processor 75 according to an embodiment of the present invention. Figure 7(a) 
illustrates exemplary steps that may be performed by the credit list reader/processor 75 
5 for receiving credits from the receiver and posting buffers to receive new credits. Figure 
7(b) illustrates exemplary steps that may be performed by the credit list reader/processor 
75 for processing credits to send data to the receiver. The steps iUustrated in Figure 7(a) 
may be executed concurrently with the steps illustrated in Figure 7(b). In Figure 7(a). the 
credit Ust reader/processor 75 posts a first buffer for receiving credits and notifies the I/O 
1 0 device 70 of the posting, (step STl) For example, the credit list reader/processor may 
write the virtual address of a descriptor pointing to the buffer for receiving credit 
messages to the receive queue of the virtual interface of the sender for sendmg and 
leceivmg credit messages and ring the associated doorbell. Alternatively, where credits 
are communicated to the sender using shared memory or RDMA write operations, the 
1 5 sender may ensure that buffer space m memory exists for receiving credits. The buffer is 
preferably posted before a connection is established between the receiver and the sender. 
In steps ST2 and ST3, the credit list reader/processor checks for credits transmitted from 
the receiver. Checking whether credits have been received may include reading the 
memory location or locations reserved for receiving credits. If credits have not been 
2 0 received, the credit list reader/processor may continue checking or waiting to be notified 
of the reception of credits. If credits have been received, tiie credit list reader/processor 
75 may post a second buffer for receiving new credits from tiie receiver (ST4). Once the 



- 43 - 



BNSDCXID: <WO ^004136SA1_I_> 



wo 00/41365 



PCT/US99/30860 



second buffer has been posted, the credit list reader/processor may store the credits from 
the first buffer in a credit list and returns to step ST2 to check for credits in the buffer 

posted in step ST4. (step ST5) 

In Figure 7(b). the credit list reader/processor 75 receives a request for sending 
5 data originating from the sending application, (step STla) THe request may comprise a 
"Winsock" sendO function including a buffer virtual address and a buffer size. In steps 
ST2a and ST3a. the credit Ust reader/processor 75 detemunes if the credit list contains 
any credits. If the credit list does not contain any credits, the credit list reader/processor 
75 preferably contmues checking. i.e.. vrithout requesting sending of the data. If the 
1 0 credit list contains credits, the credit message receive^cessor 75 may request the 

sending of data corresponding to the size indicated by the first credit, (step ST4a) The 
credit list reader/processorpreferably then removes the first credit from the cred^^ 

(step ST5a) The credit list reader/processor 75 may then update a data pointer pointing to 
the data to be sent and check Aether any data remains to be sent (steps ST6a and ST7a). 
15 If data remmns to be sent, the credit list reader/processor 75 may return to step ST2a to 
use the next creditinthecreditlistif additional creditsare available. If no data remains 

to be sent, the credit list reader/processor may return to step STl a to receive the next 
request for sendmg data from tiie sending appUcation. 

By only sending data when credits are available, the credit Ust reader/processor 
20 reducesthelikelihoodofdatatransmissionoverflowconditions. In addition, because the 
credit list reader/processor 75postsanewbuffer for receiving creditsbefore using newly^ 

received credits, the credit list reader/processor 75 allows the crecUt list 
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builder/communicator 83 of the receiver to maintainthat the sender has a buffer available 
for receiving credits if the receiver receives data corresponding to the first credit in a new 
credit list. Thus, embodiments of the present invention may also reduce the likelihood of 
data transmission overflow conditions in transmitting credit messages firom the receiver 
5 to the sender. 

The credit Ust reader/processor according to the present invention is not limited to 
the embodiments illustrated in Figures 7(a) and 7(b). For example, as stated above, the 
credit Ust reader/processor 75 may control the transmission of in-band data firom the 
sender to the receiver. The in-band data may be transmitted along with data packets firom 
10 the sender to the receiver. The in-band data may include any data to assist the receiver in 
determining when to transmit credit messages to the sender. For example, the in-band 
information may include the amount of data remaming to be sent by the sender. 

Figure 8 is a flow diagram illustrating an example of the transfer of data and 
credit messages between the sender 60 and the receiver 62. Each row in tiie flow 
1 5 diagram indicates status infomiation and action taken by the sender 60 and tiie receiver 
62. The first column CI m the diagram represents tiie receiver 62. including tiie credit 
Ust builder/communicator 83. the second column C2 represents the communication link 
64. and the tiiird column C3 represents tiie sender 60 including tiie credit list 
reader/processor 75. In row Rl. column C3. the sender 60 has a send buffer 68(a) of 
20 seventy-two bytes to send to the receiver 62. The send buffer 68(a) may have been 
communicated to the credit Ust reader/processor 75 by the sending application of tixe 
sender. PB is a pointer to tiie first byte of the send buffer 68(a). The sender initially has 
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«r„ crrfits. In rov, Rl, colmnn CI. receive has wo available receive buffers 78(a) 
and 78(b) ot size three bytes and seven bytes, respectively. In row Rl , column C2. the 
receiver 62 sends a credit message 82(a) to the sender 60 indicating the size of the buifers 
78(a) and 78(b). The sender maintains two pointers. Rtrip and Ne«. Rlrip points to the 
5 fcs, buffer indicated in a credit message sen. to the sender. Tte pointer Next points «> the 
first receive buffer not communicated to the sender in a credit message. Since there are 
no buffer sizes that have not been transmined«> the sender in row RLthe pointer Next 

equals zero. 

He pointer Rtrip may be used to indicate «> the sender v>,hen new credit message 
10 buffersareav^lableatthesenderforreceivingcreditmessages. For example, described 
above, if data is received in a buffer in a list of credits previously communicated to the 
sender, the receiver can assume that the sender has posted a new buffer for receiving 
credit messages. Accordingly, when data is received to the firs, buffer, .he credtt 
message sent toftesender.,hepoin.er Rtrip may be set toNUIi. (see rowRS.column 

15 CI) 

to row R2. column 03. tire credit Us. reader/processor 75 of ti>e sender receives 
a,e credUmessage 82(a) and adds credit of toee and seven to the credit list Tte credi. 
lis. reader/processor 75 pos« a firs. descrip«.r » *e send queue of *e sender .0 send the 
f^stthreebytes of the send buffer 68(a) and updates 4e buffer pointer PB «, point 

20 next byte to be sent 

In row R3, column 02. the sender sends a daB. pack« 84(a) con.^ the first 
toee bytes of the send buffer 68(a) to the receiver, to row R3. column 03. the credit Hs. 
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reader/processor 75 removes the used credit of three from the credit list, posts a descriptor 
in the send queue to send the next seven bytes of the send buffer 68(a) and updates the 
buffer pointer PB. The shaded bytes in the send buffer 68(a) indicate data that has been 
sent to the receiver. Thuis, in row R3, column C3, the first three bytes of the send buffer 
5 68(a) have been sent. In row R3, column CI , the credit list builder/communicator 83 has 
received a request for receiving data in a new buffer 78(c) of size twenty-two. Since this 
buffer 78(c) has not been communicated to the sender, the credit list 
builder/communicator preferably updates the pointer Next to point to this buffer. 

In row R4, column C2, the sender sends a data packet 84(b) containing the next 
10 seven bytes ofthe send buffer 68(a). In row R4, column C3, the sender credit Ust 

reader/processor 75 preferably removes the used credit of seven from the credit list. In 
this state, fte sender has no credits and preferably does not send any more data until 
receiving more credits from the receiver. In row R4, column CI, the receiver receives the 
data packet 84(a) into the receive buffer 78(a). The credit list buUder/communicator 83 
15 has received a request for receiving data mto a new buffer 78(d) of size forty-four. 

In row R5, column C3, the sender is idle because it has no credits. In row R5, 
column C2, the receiver sends a credit message 82(b) containing credits of twenty-two 
and forty-four to the sender. In row R5, column CI, the pointer Rtrip is updated to point 
to the receive buffer 78(c) corresponding to the first credit in the new credit message 
2 0 82(b). The credit list builder/communicator 83 sets the pomter Next to zero because there 
are no credits that have not been transmitted to the sender. The buffer 78(a) has been 
removed from the buffers available for receiving data because the descriptor for that 
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buffer has been processed. The receive buffer 78(b) receives the data packet 84(b). 

In row R6. colunm C3. the sender receives the credits twenty-two and forty-four. 
The credit list reader/processor 75 posts a descriptor in the send queue to send the next 
twenty-two bytes of the send buffer 68(a). The credit Ust reader/processor 75 updates the 
5 buffer pointer PB. In row R6, colunm CI. the receiver removes the buffer 78(b) from the 
list of buffers available for receiving data rfnce it previously received data. 

In row R7, column C2. the sender sends a data packet 84(c) containing the next 
twenty-two bytes of the send buffer 68(a). In row R7. column C3, the credit list 
reader/processor 75 removes the used credit of twenty-two from the credit list. The credit 
1 0 list reader/processor 75 posts a descriptor in the send queue to send the next forty bytes of 
data to the receiver and updates the buffer pointer PB. In row R7, column CI . the credit 
list builder/communicator 83 receives a request for receiving data into a new buffer 78(e) 
of size eleven. The credit list builder/communicator 83 updates the pointer Next to point 

to the new buffer 78(e). 
15 In row R8, column CI. the receiver receives the data packet 84(c) m the receive 

buffer 78(c). In row R8, colunm C2. the sender sends a data packet 84(d) containing the 
last forty bytes of the receive buffer 68(a) to the receiver. In row R8. column C3. the 
credit Ust reader/processor removes the used credit of forty-four from the credit list The 
use of a forty-four-byte credit to send a buffer of forty bytes illustrates an acceptable, but 
20 inefficient use of acredit Since all of the data has been sent the buffer pointer PB is set 

to NULL. 

In row R9, column CI. the receiver receives the data packet 84(d) in the send 
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buffer 78(d). The receive buffer 78(d) is removed from the set of receive buffers 
available to receive data since its descriptor has been processed. The pointer Rtrip is set 
to NULL to indicate the availabiUty of a credit message buffer at the sender. Because the 
receiver sends a list of credits to the sender, the sender sends data to the receiver based on 
5 the size and order of the credits, and the receiver receives data into buffers according to 
the size and order of the credits, reliable flow control between the sender and the receiver 
can be achieved with reduced copying of data. 

In view of the many possible embodiments to which the principles of this 
invention may be appUed, it should be recognized that the embodiments described herein 
10 with respect to the drawing figures are meaat to be illustrative only and should not be 
taken as Umiting the scope of invention. For example, those of skill in the art wiU 
recognize that the elements of the illustrated embodiments shown in software may be 
implemented in hardware and vice versa or that the iUustrated embodiments can be 
modified in arrangement and detail without departing from the spirit of the invention. 
15 Therefore, the invention as described herein contemplates all such embodiments as may 
within the scope of the following claims and equivalents thereof 



come 
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CLAIMS 
I claim: 

1 . A method for controlling data flow between a sender and a receiver 
comprising: 

5 communicating a first credit Kst to a sender, the first credit list comprising a 

pluraUty of credits indicative of buffer sizes of receive buffers accessible by a receiver 
and capable of receiving data from the sender, and 

in response to receiving the first credit Ust, transmitting a data packet, firom 
the sender to the receiver, the data packet being no greater in size than a first buffer size 

10 specified by a first credit m the first credit list 

2. niemethodofclaiml comprisingreceivingthedatapacketintoareceive 
buffer corresponding to the first credit and having the first buffer size. 

15 3. Themethodofclaimlwhereintransmittinglhedatapacketincludes 

transferring data from an application-level send buffer to an input/output device without 
copying the data betv^een the application-level receive buffer and the input/output device. 

4. The method of claim 2 comprising after receiving the data packet, 
2 0 communicatiiig a second credit list to the sender. 

5. The method of claun 3 wherein transferring data from the appUcation-level 
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receive buffer to the input^output device includes posting a descriptor in a send queue 
associated with the input/output device and ringing a doorbell associated with the send 
queue. 

5 6. The method of claim 1 wherein conMnunicating the first credit list to the 

sender includes transmitting a first credit message including the first credit list from the 
sender to the receiver. 

7. The method of claim 1 wherein communicating flie first credit list to the 

1 0 sender includes writing the first credit list into a memory buffer shared by the sender and 
the receiver. 

8. The method of claim 1 wherein the sender executes on a first computer 
and the receiver executes on a second computer and communicating the first credit list to 

15 the sender includes performing a remote direct memory access write operation from the 
second computer to memory of the first computer to write the first credit list to the 
memory of the first computer. 

9. The method of claim 1 comprising establishing at least one first 

2 0 connection for transmitting data packets between the sender and the receiver and 

establishing a second connection between the sender and the receiver for transmitting 
credit messages between the sender and the receiver. 
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1 0. The method of claim 9 wherein establishing at least one &st connection 
includes establishing a pluraHty of first connections for transmitting data packets 
between the sender and the receiver. 

11. The method of claim 1 0 comprising multiplexing credits messages on the 
second connection, the credit message including credits indicating receive buffer sizes 
for each of the plurality of first connections. 

12. A credit Ust builder/communicator comprismg computer-executable 
instructions embodied in a computer-readable medium for performing steps comprising: 

receiving requests for receiving data into a plurality of receive buffers accessible 
by a receiver and capable of receiving data from a sender, 

in response to the requests, building a credit list including a plurality of credits 
1 5 indicative of sizes of the plurality of receive buffers; and 
communicating the credit list to the sender. 

13. The credit list builder/communicator of claim 12 comprising computer- 
executable instructions for detennining when to communicate cre<Mts to the sender. 



10 



20 



14. The credit list builder/communicator of clmm 13 wherein the computer- 
executable instructions for determining when to communicate credits to tiie sender 
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include instructions for monitoring a frequency of credit usage by the sender. 

15. The credit list builder/communicator of claim 1 3 wherein the computer- 
executable instructions for determining when to communicate credits to the sender 
5 include instructions for setting a maximum allowable bandwidtii for receiving data from 
the sender and refraining from communicating additional credits to the sender when the 
additional credits would allow tiie sender to exceed tiie maximum allowable bandwidtii. 

16. The credit list buUder/communicator of claim 12 wherein the computer- 

1 0 executable instructions for communicating tiie cre^t list to flie sender include instructions 
for transmitting a credit message including tiie credit list from tiie receiver to tiie sender. 

17. The credit list builder/communicator of claim 12 wherein tiie computer- 
executable instructions for communicating tiie credit list to tiie sender include instiiictions 

15 for writing tiie credit list to a memory buffer shared by tiie sender and tiie receiver. 

18. The credit list builder/communicator of claim 12 wherein the sender 
executes on a first computer and tiie receiver executes on a second computer and tiie 
computer-executable instructions for communicating tiie credit list to tiie sender include 

2 0 instructions for performing a remote direct memory access from tiie second computer to 
memory of tiie first computer to write tiie credit Ust to tiie memory of tiie first computer. 
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19. The credit list builder/communicator of claim 12 wherein the computer- 
executable instructions for communicating the credits to the sender include instructions 
for uiserting the credit list in an options field in a TCP packet. 

20. A data structure for controlling data flow between a sender and a receiver 
comprising: 



a I 



credit Ust including a pluraHty of credits, each of the credits being indicative 
of a buffer size of a receive buffer accessible by a receiver and capable of receiving data 
from a sender. 

10 

21. The data structure of claim 20 wherein the plurality of credits are arranged 
in an order corresponding to an order of posting of descriptors in a receive queue of tiie 
receiver. 

22. The data structure of claim 20 wherein the credit list is included in a credit 
message transmitted from tiie receiver to the sender tiurough a network. 

23. The data structure of claim 20 wherein tiie credit list is stored in a memory 
buffer shared between tiie seaiec and tiie receiver. 

20 

24. The data structure of daim 20 wherein tiie credit Ust is included in a 
remote direct memory access write packet transmitted from tiie receiver to tiie sender 
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through a network. 

25 . The data structure of claim 20 wherein the credit list is included in an 
options field of a TCP packet transmitted from the receiver to the sender. 

5 

26. A credit list reader/processor comprising computer-executable instructions 
embodied in a computer-readable medium for performing steps comprising: 

posting a first buffer accessible by a sender for receiving credits firom a 

receiver; 

1 0 determining whether credits have been received in the first buffer, 

in response to receiving credits in the first buffer, posting a second buffer 
accessible by the sender for receiving additional credits from the receiver, and 

after posting the second buffer, storing credits from the first buffer in a credit 



15 



20 



Ust 



27. The credit list reader/processor of claun 26 wherein the credits received in 
the first buffer are arranged in a first order and the computer-executable instructions for 
storing the credits in the credit Ust comprise instructions for storing the credits in the first 
order. 

28, The credit list reader/processor of claim 26 comprising computer- 
executable instructions for , after storing the credits in the credit Ust. requesting 
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transmission of data packets to the receiver, the data packets having sizes controUed by 
the credits in the credit list 

29. The credit list reader/processor of claim 28 comprising computer- 
5 executable instructions for removing a credit from the credit list after requesting 

transmission of each data packet to the receiver. 

30. The credit list reader/processor of claim 29 comprising computer- 
executable instructions for. when the credits in the credit list are exhausted, delaying 

1 0 requesting of transmission of data packets to the receiver until new credits are received 
from the receiver. 

31. A credit list builder/communicator comprising computer-executable 
instructions embodied in the computer-readable medium for performing steps for 

15 determining when to communicate new credits to a sender comprismg: 
communicating a first credit list to a sender, 

determining if data has been received in a first buffer corresponding to a 

credit in the first credit list; and, 

in response to determining that data has been received in the first buffer, 

2 0 communicating a second credit list to the sender. 

32. The credit list builder/communicator of claim 31 wherein the first buffer 
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corresponds to a first credit in the first credit list. 

33. The credit list builderycommunicator of claim 31 wherein the first buffer 
corresponds to a final credit in the fixst credit list. 

5 

34. The credit list builder/conrmunicator of claim 3 1 wherein the first buffer 
corresponds to a credit between a first credit and a final credit in the first credit list 

35. A credit list builder/communicator comprising computer-executable 
1 0 instructions embodied in a computer-readable medium for performing steps for 

determining when to communicate new credits to a sender comprising: 
communicating a first credit list to a sender, 

monitoring a fi-equency at which the sender consumes credits in the furst credit 
list; and 

1 5 deteimining when to communicate a second credit Ust to the sender based on the 

fiequency. 

36. The credit Ust builder/communicator of claim 35 wherein the computer- 
executable instructions for determining when to communicate the second credit list to the 
20 sender include instructions for computing a time in time units for communicating the 
second credit list to the sender. 
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10 



37, The credit list builder/communicator of claim 35 wherein the computer- 
executable instructions for determining when to communicate the second credit list to the 
sender include instructions for determining a triggering buffer in the first credit list for 
triggering communication of the second credit Ust to the to sender. 

38. A credit list builder/communicator comprising computer-executable 
instructions embodied in a computer-readable medium for performing steps comprising: 
operating in a first mode for determining when to communicate new credits to 

a sender; 

receiving in-band information fix)m the sender, 
analyzing the in-band information; and 

if the in-band information indicates that switching would increase 
input/output perfomiance. switching to a second mode for determining when to 
communicate new credits to the sender. 

39. The credit list builder/communicator of claim 38 wherein the in-band 
information includes an amount of data remaining to be sent firom the sender to the 
receiver. 



2 0 40. Tl.eaeditliabmlder/coimnmricatotofcUim38comprismgcon>i^ 

executable imtruotions for retaining ftom ™i«=bing from the first mode to the second 
mode if a vaHance in the nte for recehA* data pack«s firom the sender exceeds a first 
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value, based on the in-band information. 

4 1 . An input/output device comprising: 
a processing circuit; 

5 a memory device coupled to the processing circuit, the memory device 

storing a credit list builder/communicator including computer-executable instructions for 
performing steps comprising: 

receiving requests for receiving data into receive bxiffers stored at virtual 
memory locations of a host computer coimectable to the input/output device; 
1 0 building a credit list including a plurality of credits indicative of sizes of 

the receiver buffers; and 

commimicating the credit list to the sender. 

15 42. An input/output device comprising: 

a processing circuit; 

a memory device coxqpled to the processing circuit, the memory device 
storing a credit list reader/processor including computer-executable instructions for 
performing steps comprising: 
2 0 posting a first biiffer accessible by a sender for receiving credits from a 

receiver; 

determining whether credits have been received in the first buffer, 
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in response to receiving credits in the first buffer, posting a second buffer 
accessible by the sender for receiving additional credits from the receiver, and 

after posting the second buffer, storing credits from the first buffer in a 

credit list. 

43. The input/output device of claim 42 wherein the credit list 
reader/processor comprises computer-executable instructions for reading the credits in the 
credit list and requesting sending ofdatapackets to the receiver having sizes based on ti^^ 

credits. 



10 



15 



44. A network corfimunications system comprising: 

a first local virtual interface for sending data to and receiving data from a 
first remote virtual interface over a first network connection; 

a second local virtual interface for sending credit messages to and 
receiving credit messages from a second remote virtual interface over a second network 
connection; and 

a credit list bmlder/commmdcator for building credit messages for 

controlling data flow over .he first nepvori. connection and commnnicating the cre^t 
messages to the second remote wtual interface through the second local virtual interfe^ 

20 and the seco^l network connecUon. the credit messages including credit lists including a 
plurality of credits mdicative of buffer ^ of receive buffers for receiving data through 
fl,e first local virmal interface firom the first remote virtual inteifece. 
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45. The network communications system of claim 44 comprising a credit 
message reader/processor for reading credit messages received from the second remote 
virtual interface through the second network connection and the second local virtual 
interface and requesting sending of data packets to the first remote virtual interface 
through the first local virtual interface, the data packets being having sizes based on 
credits in the credit messages received from the second remote virtual interface. 

46. The network communications system of claim 44 comprising a plurality of 
first local virtual interfaces for sending data to and receiving from a plurality of first 
remote virtual interfaces through a plurality of first network connections. 

47. The network communications system of claim 45 comprising a plurality of 
first local virtual interfaces for sending data to and receiving from a plurality of first 
remote virtual interfaces through a plurality of first network connections. 

48. The network communications system of claim 46 wherein the credit list 
builder/communicator builds credit messages for controlling data flow over the plurality 
of first network connections, the credit messages for controlling data flow over the 
plurality of first network connections including credits indicative of buffer sizes for 
receiving data through the plurality of first local virtual interfeces. 
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49. The network communications system of claim 48 wherein the credit list 
builder/communicator multiplexes and sends the credit messages for controlling data 
flow over the plurality of first network connections to the second remote virtual interface 
through the second local virtual interface and the second network comiection. wherein 
5 each of the plurality of credit messages for controllmg data flow over the plurality of first 
network comiections indicates one of the phraUty of first remote virtual interfaces to 
which the credits in the credit message pertain. 

50. The network communications system of claim 47 v^erein the credit 
1 0 message reader/processor receives multiplexed credit messages for controlling data flow 
over the pluraUty of first network comiections, demultiplexes the credit messages and 
sends data packets to the plurality of first remote virtual interfaces, the data packets 
having sizes based on credits in the credit messages for controllmg data flow over the 
plurality of first network connections. 



15 



51. The network commmiications system of clahn 46 comprising a plurality of 
second virtual interfaces, each of the second virtual mterfaces for receiving credit 
messages for controlling data flow over one of the plurality of first network connections. 
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